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such form of publication in a conspicuous place or is contained within said statement the name and
residence . . . [of] the person who issues, makes, or is responsible therefore.
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geeignet und den Umstinden nach darauf gerichtet ist, die Feststellung der Identitit zu verhindern,
teilzunehmen oder den Weg zu derartigen Veranstaltungen in einer solchen Aufmachung
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22) (g) ReplacementofRemovedorDisabledMaterialandLimitationonOtherLiability.—

(1) Noliabilityfortakingdowngenerally.—Subject to paragraph (2), a service provider shall not
be liable to any person for any claim based on the service provider’s good faith disabling of
access to, or removal of, material or activity claimed to be infringing or based on facts or
circumstances from which infringing activity is apparent, regardless of whether the material
or activity is ultimately determined to be infringing.

(2) Exception.—Paragraph (1) shall not apply with respect to material residing at the
direction of a subscriber of the service provider on a system or network controlled or
operated by or for the service provider that is removed, or to which access is disabled by
the service provider, pursuant to a notice provided under subsection (c)(1)(C), unless the
service provider—

(A) takes reasonable steps promptly to notify the subscriber that it has removed or disabled
access to the material;

(B) upon receipt of a counter notification described in paragraph (3), promptly provides the
person who provided the notification under subsection (c)(1)(C) with a copy of the counter
notification, and informs that person that it will replace the removed material or cease
disabling access to it in 10 business days; and

(C) replaces the removed material and ceases disabling access to it not less than 10, nor
more than 14, business days following receipt of the counter notice, unless its designated
agent first receives notice from the person who submitted the notification under subsection
(c)(1)(C) that such person has filed an action seeking a court order to restrain the subscriber
from engaging in infringing activity relating to the material on the service provider’'s system
or network.
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33) DEFAMATION AND ‘INSULT ’ : WRITERS REACT, A report from International PEN’s Writers in
Prison Committee: Insult Laws in the European Union,
http://freenewsfreespeech.blogspot.com/2008/07/defamation—and-insult-writers—react.html

34) “Atolw] B &3 FHAZRAY, 3| HIARA, 2008119 %

35) James H. Ottaway, Jr., Leonard Marks, "Insult Laws: An Insult to Freedom", World Press Freedom
Committee, 1996
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36) U.S. CODE TITLE 18 PART I—CRIMES CHAPTER 13—CIVIL RIGHTS

Section 245. Federally protected activities(...)

(b) Whoever, whether or not acting under color of law, by force or threat of force willfully injures,
intimidates or interferes with, or attempts to injure, intimidate or interfere with—

D )

(2) any person because of his race, color, religion or national origin and because he is or has been—

(A) enrolling in or attending any public school or public college;

(B) participating in or enjoying any benefit, service, privilege, program, facility or activity provided or
administered by any State or subdivision thereof;

(C) applying for or enjoying employment, or any perquisite thereof, by any private employer or any
agency of any State or subdivision thereof, or joining or using the services or advantages of any
labor organization, hiring hall, or employment agency;

(D) serving, or attending upon any court of any State in connection with possible service, as a grand or
petit juror;

(E) traveling in or using any facility of interstate commerce, or using any vehicle, terminal, or facility
of any common carrier by motor, rail, water, or air;

(F) enjoying the goods, services, facilities, privileges, advantages, or accommodations of any inn, hotel,
motel, or other establishment which provides lodging to transient guests, or of any restaurant,
cafeteria, lunchroom, lunch counter, soda fountain, or other facility which serves the public and
which is principally engaged in selling food or beverages for consumption on the premises, or of
any gasoline station, or of any motion picture house, theater, concert hall, sports arena, stadium, or
any other place of exhibition or entertainment which serves the public, or of any other
establishment which serves the public and

(1) which is located within the premises of any of the aforesaid establishments or within the premises
of which is physically located any of the aforesaid establishments, and

(ii) which holds itself out as serving patrons of such establishments; or

..

(4) any person because he is or has been, or in order to intimidate such person or any other person or
any class of persons from—

(A) participating, without discrimination on account of race, color, religion or national origin, in any of
the benefits or activities described in subparagraphs (1)(A) through (1)(E) or subparagraphs (2)(A)
through (2)(F); or

(B) affording another person or class of persons opportunity or protection to so participate; or

(5) any citizen because he is or has been, or in order to intimidate such citizen or any other citizen
from lawfully aiding or encouraging other persons to participate, without discrimination on account of
race, color, religion or national origin, in any of the benefits or activities described in subparagraphs
(1(A) through (1)(E) or subparagraphs (2)(A) through (2)(F), or participating lawfully in speech or
peaceful assembly opposing any denial of the opportunity to so participate—

shall be fined under this title, or imprisoned not more than one year, or both; and if bodily injury
results from the acts committed in violation of this section or if such acts include the use,
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attempted use, or threatened use of a dangerous weapon, explosives, or fire shall be fined under
this title, or imprisoned not more than ten years, or both; and if death results from the acts
committed in violation of this section or if such acts include kidnapping or an attempt to kidnap,
aggravated sexual abuse or an attempt to commit aggravated sexual abuse, or an attempt to Kkill,
shall be fined under this title or imprisoned for any term of years or for life, or both, or may be
sentenced to death. As used in this section, the term “participating lawfully in speech or peaceful
assembly” shall not mean the aiding, abetting, or inciting of other persons to riot or to commit any
act of physical violence upon any individual or against any real or personal property in furtherance
of a riot. Nothing in subparagraph (2)(F) or (4)(A) of this subsection shall apply to the proprietor of
any establishment which provides lodging to transient guests, or to any employee acting on behalf of
such proprietor, with respect to the enjoyment of the goods, services, facilities, privileges,
advantages, or accommodations of such establishment if such establishment is located within a
building which contains not more than five rooms for rent or hire and which is actually occupied by
the proprietor as his residence.

(.

37) 2006 Federal Sentencing Guidelines

U.S.S.G. §3A1.1. Hate Crime Motivation or Vulnerable Victim

(a) If the finder of fact at trial or, in the case of a plea of guilty or nolo contendere, the court at
sentencing determines beyond a reasonable doubt that the defendant intentionally selected any victim
or any property as the object of the offense of conviction because of the actual or perceived race,
color, religion, national origin, ethnicity, gender, disability, or sexual orientation of any person,
increase by 3 levels.

(b) (1) If the defendant knew or should have known that a victim of the offense was a vulnerable
victim, increase by 2 levels.

(2) If (A) subdivision (1) applies; and (B) the offense involved a large number of vulnerable victims,
increase the offense level determined under subdivision (1) by 2 additional levels.

(c) Special Instruction

(1) Subsection (a) shall not apply if an adjustment from §2H1.1(b)(1) applies.

Commentary

Application Notes:

1. Subsection (a) applies to offenses that are hate crimes. Note that special evidentiary requirements
govern the application of this subsection.

Do not apply subsection (a) on the basis of gender in the case of a sexual offense. In such cases, this
factor is taken into account by the offense level of the Chapter Two offense guideline. Moreover,
do not apply subsection (a) if an adjustment from §2H1.1(b)(1) applies.

2. For purposes of subsection (b), "vulnerable victim" means a person (A) who is a victim of the
offense of conviction and any conduct for which the defendant is accountable under §1B1.3
(Relevant Conduct); and (B) who is unusually vulnerable due to age, physical or mental condition, or
who is otherwise particularly susceptible to the criminal conduct.

Subsection (b) applies to offenses involving an unusually vulnerable victim in which the defendant
knows or should have known of the victim's unusual vulnerability. The adjustment would apply, for
example, in a fraud case in which the defendant marketed an ineffective cancer cure or in a robbery
in which the defendant selected a handicapped victim. But it would not apply in a case in which the
defendant sold fraudulent securities by mail to the general public and one of the victims happened
to be senile. Similarly, for example, a bank teller is not an unusually vulnerable victim solely by
virtue of the teller’s position in a bank.

Do not apply subsection (b) if the factor that makes the person a vulnerable victim is incorporated in
the offense guideline. For example, if the offense guideline provides an enhancement for the age of
the victim, this subsection would not be applied unless the victim was unusually vulnerable for
reasons unrelated to age.

3. The adjustments from subsections (a) and (b) are to be applied cumulatively. Do not, however, apply
subsection (b) in a case in which subsection (a) applies unless a victim of the offense was unusually
vulnerable for reasons unrelated to race, color, religion, national origin, ethnicity, gender, disability,
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or sexual orientation.

4. If an enhancement from subsection (b) applies and the defendant’s criminal history includes a prior
sentence for an offense that involved the selection of a vulnerable victim, an upward departure may
be warranted.

Background: Subsection (a) reflects the directive to the Commission, contained in Section 280003 of the
Violent Crime Control and Law Enforcement Act of 1994, to provide an enhancement of not less
than three levels for an offense when the finder of fact at trial determines beyond a reasonable
doubt that the defendant had a hate crime motivation (i.e., a primary motivation for the offense was
the race, color, religion, national origin, ethnicity, gender, disability, or sexual orientation of the
victim). To avoid unwarranted sentencing disparity based on the method of conviction, the
Commission has broadened the application of this enhancement to include offenses that, in the case
of a plea of guilty or nolo contendere, the court at sentencing determines are hate crimes.

Subsection (b)(2) implements, in a broader form, the instruction to the Commission in section 6(c)(3) of
Public Law 105-184.

Historical Note: Effective November 1, 1987. Amended effective November 1, 1989 (see Appendix C,
amendment 245); November 1, 1990 (see Appendix C, amendment 344); November 1, 1992 (see
Appendix C, amendment 454); November 1, 1995 (see Appendix C, amendment 521); November 1,
1997 (see Appendix C, amendment 564); November 1, 1998 (see Appendix C, amendment 587);
November 1, 2000 (see Appendix C, amendment 595).

38) Section 86: Dissemination of Means of Propaganda of Unconstitutional Organisations — provides for
fine or imprisonment for up to 3 years

Section 86a: Use of Symbols of Unconstitutional Organisations — provides for fine or imprisonment for
up to 3 years

Section 130 prohibits incitement to hatred and violence against segments of the population (§ 130.1),
including through dissemination of publications or broadcasts (§ 130.2).

Section 130 prohibits denial or playing down of the genocide committed under the National Socialist
regime (§ 130.3), including through dissemination of publications (§ 130.4).

Section 85 prohibits the continuation of the activities of an organisation that has been banned.
http://www.legislationline.org/?tid=218&jid=21&less=false

39) Articles 23, 24, Article 42 of Law of 29 July 1881 forbid public provocation of discrimination,
national, racial or religious violence

Articles 23, 29, 32 and 42 of Law of 29 July 1881 forbid racial defamation and public racial injury

Article R625-7 of penal code forbids non-public provocation of discrimination or national, racial or
religious hatred

Article R624-3 of the penal code forbids non—public racial defamation

As concerns racist statements, the law of 9 March 2004 extended the prescriptive period from three
months to one year for prosecuting the offences of: incitement to racial discrimination, hatred and
violence; negationism; and racial defamation and insults.

Articles 23, 24bis and 42 of the law of 29 July 1881 forbid denial of crimes against humanity.

Law of 3 February 2003 establishes aggravated circumstances according to article 132-76 of the penal
code if an infraction is preceded or accompanied by the consideration that the victim is in fact or
by supposition a member of a determined ethnicity, nation, race or religion. The aggravated
circumstance may increase the penalty or change the nature of the infraction.

Law 2004-204 of 9 March 2004 extends the list of crimes to which aggravated circumstances of
racist/anti-Semitic/xenophobic character can be attached, to include extortion, threats and theft.
Other crimes for which such motives constitute aggravating circumstances include homicide, torture
and barbarous acts, violence causing death, threat to commit a crime, threat of death, and others.

Law 2003-239 of 18 March 2003 created an article 132-77 of the penal code providing that
commission of a crime or delict because of the victim's sexual orientation would constitute an
aggravating circumstance. Law 2004-204 of 9 March 2004 extended the range of crimes to which
this aggravating factor may attach. http://www.legislationline.org/?tid=218&;jid=19&less=false
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40) Council of the European Union - Framework decision on Racism and Xenophobia(19 April 2007)

Pending the lifting of some Parliamentary reservations, the Council reached a general approach on this
Framework Decision.

The text establishes that the following intentional conduct will be punishable in all EU Member States:

— Publicly inciting to violence or hatred , even by dissemination or distribution of tracts, pictures or
other material, directed against a group of persons or a member of such a group defined by
reference to race, colour, religion, descent or national or ethnic origin.

— Publicly condoning, denying or grossly trivialising

— crimes of genocide, crimes against humanity and war crimes as defined in the Statute of the
International Criminal Court (Articles 6, 7 and 8) directed against a group of persons or a member
of such a group defined by reference to race, colour, religion, descent or national or ethnic origin,
and

— crimes defined by the Tribunal of Niiremberg (Article 6 of the Charter of the International Military
Tribunal, London Agreement of 1945) directed against a group of persons or a member of such a
group defined by reference to race, colour, religion, descent or national or ethnic origin.

Member States may choose to punish only conduct which is either carried out in a manner likely to
disturb public order or which is threatening, abusive or insulting.

The reference to religion is intended to cover, at least, conduct which is a pretext for directing acts
against a group of persons or a member of such a group defined by reference to race, colour,
descent, or national or ethnic origin.

Member States will ensure that these conducts are punishable by criminal penalties of a maximum of at
least between 1 and 3 years of imprisonment.

The Framework Decision will not have the effect of modifying the obligation to respect fundamental
rights and fundamental legal principles, including freedom of expression and association, as
enshrined in Article 6 of the Treaty of the EU.

Member States will not have to modify their constitutional rules and fundamental principles relating to
freedom of association, freedom of the press and the freedom of expression.

After its adoption, Member States will have 2 years to comply with the Framework Decision.

http://www.legislationline.org/legislation.php?tid=218&lid=7975&less=false
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proposalsol] 3k 432002, 11. 25.)

49) it must be demonstrably necessary in order to meet some specific need;
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50) it must be demonstrably likely to be effective in achieving its intended purpose. In other
words, it must be likely to actually make us significantly safer, not just make us feel safer;

51) the intrusion on privacy must be proportional to the security benefit to be derived;

52) it must be demonstrable that no other, less privacy-intrusive, measure would suffice to
achieve the same purpose.
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53) Wiretap scandal rocks Italy 21/09/2006 16:26-(SA)
54) Greek government's phones tapped Thursday, 2 February 2006

55) Philippine President Steers Clear Of Commenting On Former President's
Phone-Bugginglncident

56) Colombia: Gov't admits to spying on Uribe's opponents
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59) Security Implications of Applying the Communications Assistance to Law Enforcement Act
to Voice over IP oA+ &3 Zo] 7|&4 HA8dS AHHsta U

Physical security of the switching/routing equipment into which wiretap instructions are
inserted. This is made particularly difficult because the switching and routing equipment for
the VoIP call cannot be predicted in advance (and in this, VoIP differs from both all wired
calls and at least all incoming calls on cellular telephones). Compounding the problem is the
possibility that the initial ISP used may be one of the thirteen hundred domestic ISPs with
fewer than one hundred employees (and thus less likely to have the expertise to secure the
switching and routing equipment).

Physical control of the mechanism for inserting the wiretap instructions. Unlike the PSTN,
which is made up of large corporations with attendant security, VolIP providers run the gamut
in size. On average, the physical security of the systems is much weaker.

Ease of creating new identities on the Internet. As the New Yorker cartoon put it in a
different context, On the Internet, no one knows you're a dog. It is vastly simpler to change
an Internet identity than
it is to change a phone number. This greatly complicates obtaining all the VolP
communications of the target.

Secure transport of the selected signals to the law enforcement facility. By opening up the
communications to an unacknowledged third party, wiretapping is an architected security
breach; the combination of wiretapping with remote delivery elevates the risk that
communications security can be violated with minimal risk of discovery.

Increases the risk that the target discovers a wiretap is in place. The smart edges/dumb
networks architecture increases the risk of discovery of surveillance by the target. This risk
is considerably higher than in the dumb edges/smart network world of the PSTN.

Ensuring proper minimization in the wiretapping process. U.S. law requires minimization
only the target of a court authorization, and only those communications pertaining to the
court authorization may
be tapped. Due to mobility and identity agility issues, the difficulty of isolating the VoIP
communication raises concerns about proper minimization. Widescale wiretapping of
non-targeted individuals would
diminish respect for the law and lose public support for such type of investigations.

Increases risk of introducing a vulnerability into the communications system, either through
the installation of a general wiretap capability or a specific wiretap. This is the concern
raised by the Internet
Engineering Task Force.
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