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“As with cyberwarfare, there is no consensus definition of what constitutes
cyberterrorism. The closest in law is found in the USA PATRIOT Act 18
U.S.C. 2332b’s definition of “acts of terrorism transcending national
boundaries” and reference to some activities and damage defined in the
Computer Fraud and Abuse Act (CFA) 18 U.S.C. 1030a—c. A notable aspect

2) “NSA’s Prism Could Cost IT Service Market $180 Billion”, CLINT BOULTON, THE WALL STREET
JOURNAL, 2013/08/16

hitp:/ /blogs.wsj.com/ cio/2013/08/16/ nsas-prism-could-cost-it-service-market-180-billion,

3) CRS Report R43955, "Cyberwarfare and Cyberterrorism: In Brief', Catherine A. Theohary & John W. Rollins,
March 27, 2015, http:/ /fas.org/sgp/crs/natsec/R43955.pdf
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of this act is its discussion of the “punishment for an offense” entails fines
or imprisonment and suggests the offending party is undertaking a criminal
act rather than an act of terrorism, which some argue is an act of war if
undertaken by a state actor. The CFA is written in such a manner that it

could be applied to an individual or groups.”
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“There are a number of reasons that may explain why the term
“cyberterrorism” has not been statutorily defined, including the difficulty in
identifying the parameters of what should be construed applicable activities,
whether articulating clear redlines would demand a response for lower—level
incidents, and retaining strategic maneuverability so as not to bind future

U.S. activities in cyberspace.”
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