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WhatsApp 24 =2| =7 AtE}(2021)

WhatsApp Update : 2021 4 X| &2l (forced update)
AFER

2021.2. 8. 0|20 = 74 %

S2|8foFt MH|A 0|8
N e : HojAS %

Ho|AS AHY MEF

10



Yes or Yes? Z4X| =9| H|Tt

N

WhatsApp

may stop working
if you don't agree to this policy

https://www.91mobiles.com/hub/whatsapp-privacy-
policy-update-may-15-what-you-need-to-know/

—

2O 0[E0 Lyt

Moni smgh
"% 32 2227

#WhatsappPrivacy there nothing termed as privacy policy
in whatsapp now

(4™ 1) “oiEtel 3ol Baot HeIgHETH

A

WhatsApp is updating its terms and privacy
policy.

s, Mujaffar ali

#WhatsappPrivacy

New update whatsapp privacy issues explained in one pic.

Q¥
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|gna|7f Telegram2 2

18 ZWH % Signal2 407H=2| App Store & 1874
29| Google Play Store®|A| Z| 11 D| o
2021.1. 3%t A= L2 2E £ M 239
2 Signal2 M MAHSE 7502 ALEXIE 2
0 Telegrame 2,500 ALE XIS 2HE,

|2 =
ERO

MEX}F 4593901 Ol 0f| A

QIO A ZEot 2ol
- WhatsApp Ar2 Xt 49455 Dt
) H§$ B2 WhatsAppl| HEE Facebookt
7Ol S Zadh: AY.

Ol 9| 7|& 5 &2l Ravi Shankar Prasad
"SIAQKO|E H|O|ASO|E CHE CIX|E S3F
O|E QZO|A ARHS & %'QLlEf S x| Bt

JR0N St Q=010 HEIE HelstA|

U= %*MEE gl OF ShL| Bk 218 = A1 O] 4

E[010F ShL T *( |O|E1 S0 of
|E‘_|-i 7-'2 OI‘ | )- Ol

12 |

2\ Vijay Shekhar Sharma &

7’1 @vijayshekhar - Follow
How long we will be taken for granted by such
blatant double standards ?
Self claimed ad claiming respect of our privacy v/s
actual policy

For India wm For Europe

have to share data with
WhatsApp Facebook

respects and

protects your

privacy.

11:46 AM - Ja

G‘, Read the full conversation on Twitter

RSPrasad Office §
@OfficeOfRSP

n Be it WhatsApp, Facebook or any other digital
platform they are free to do business in India but it
should be done in a manner without impinging upon
the rights of Indians who operate it. The sanctity of
personal communications needs to be maintained:
@rsprasad at #15IDS

0% 4:98. 2021 12 19 - Twitter for Android
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You still have time to accept the updates after May 15th.
Once you receive a persistent reminder, here is what you can expect

‘WhatsApp' terms and
privecy policy update

fou can siil aceept the updates,

HELP CENTER

About the effective date
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27 (NYT, 2019)

American Bar Association &
@ABAesq

'Only Immanuel Kant's famously difficult “Critique of
Pure Reason” registers a more challenging readability
score than Facebook'’s privacy policy.' The NYT takes a
look at 150 privacy policies to see how easy they are to
understand: ambar.org/2K0q7Jg

2F7:00 - 20199 63 14% - Salesforce - Soclal Studio

ESiH 27

QX 0|0t=% 7HE (Immanuel Kant)2| H3l3t7|2 St
1 A 0|A-I
(L [=]

HlEf Critique of Pure Reason)"Zt0| H|0|A£.Q|

NQ BE Hz YHMELE 0j22 A2 RALEYEUCE

/

M| Olafior/| 04 8015

oEY
21 9l Audience Network THE2( 4
Meta 24 ME|AE A2SI=TEY
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Meta Platforms, Inc. & Meta Platforms Ireland Limited®| A H3dts 7|

f HALO|E ARAQF HE2|M, ¥ JHEX; 3 H|ZLA THEH(Z0F

0| =15 3l MetaQt STt RFALS| K| E 1t AH|AES O] 5f

? OfL| 2} XtAtS] M Z 1k MH[AE 0| &St ALE XA M E 1k A{H|-

b2 Ot AISOA O 22X 2 THEHI MHAE XSS

I L|CE O|2fgt H| =LA E10&= Meta IA M&t API Facebook SDK
g HO|HIE @m0l Mzt Ol 4 O|HIE AP|I7F EEHEIL|CH 6 Meta
Facebook &4 Z2{101(0f: '£0t2' £+ '&75}7|' HHE) H Facebook i

2010 BEE == G0y °“49| H|ZL|A =3 O|o[E{2t 27| APIE (S T ———

St Messenger 174 Of & 59| £ API H|O|H % MetaZ} TAIZ K3 efa‘fﬁ‘ ;}%ﬁﬁfﬁ”‘%‘ o OL iﬂ\*f"f\‘*
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202 9 Audience Network HE2|A

Audience Network HE2|A % HEZ|MQ| H{ZL A THE
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Effective consent rates, by country. Expict consent (optin,
turquoise) and presumed consent (opt-out, purple).
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How do you sustain a business
model in whichiusers don't pay
for your/service?
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2020, Meta(Facebook) 29| 98%+= &1

O Et(Facebook)2| = & &1 H[%(2011~2020)

B Advertising revenue B Payments and other revenue

2011 2012 2013 2014 2015 2016 2017 2018 2019 2020

Data compiled by Bloomberg

20214

« Ho|A2

ECEIL

OfoHE

HE

== Facebook =#= Gocgle Alibaba =e= Amazon == Tencent

AL
T

17 68.7%, 20254 72.4% ¢l = (Statista, 2022)
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Publisher
Content
Server

Publisher
Ad Server, Supply side
platform

l

FIRST PARTY
SERVER

L REQUESTED CONTENT J
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MI3At 27|(Third party cookies)

X-2 o[

SDK(Software Development Kit) : 2ZE ] 7§ 7| E~(SDK ol Y= 2 ;s
b= O A8

3% : SDKE H3# HsRt 2229 A cole| BES 80|51
28 Haw &% B A|N0| YO B AHTE 0| UE| 5 E

a9
202 NEX0||H EAl(0]: Facebook "E0tR HE" T& E3HEl YouTub

B Tracking Context
1 Non-Tracking Context

0
4
5
t
]
o
&
(]
a—
(1N

o/
7o

iig...iDiIl---D----
2\ ‘1— A Q \9_. ‘(\ @ + & A
& @ ,\g& »S’o@ 6(0(4 é‘}b‘) g\\'s' 0%02‘;0\ £
e.b V‘ L Q;\{bgo“
NS
d 27§ AFOIEOM FEE 7tM7t= HM3At &=9/Qt HlE

o
Google Play 2 E 010 A AFEEH 4= Q1= 959,00071 2] X0 CHSH 112018, Third Party Tracking in the Mobile Ecosystem”, Reuben Binns 5,
J|2 E3t

iv.org/abs/1804.03603) - DoubleClick, Admob X Adsense= 2= 2| 88% 0|40 EXY, Facebook 42% O] &0 F&7|E St

Online Tracking: A 1-million-site Measurement and Analysis(Steven Englehardt 2|, 2016)

A

1009t 7{(alexa) : ¥ AIO|E= HF 3470, S Ha 10749] H3XtoA| E|o[E] &
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https://www.flickr.com/photos/93243105@N03/8477734222

ANEAEE Dot BetXof 57 of =90 dH9| £
B2 K7L YAO|EO HAALET| P{o 2LHOF ol BE

ofo

(K-

FH9| 7| : Device Graph &

Ad)
Xo;v:;;"?kfe <
- o ”Ze;:;ksm
]

Log onto shopping Log onto video

—
F— W)
Log onto news site site as: SENICB:s: .
as: user@domain.com user@domain.com
user@domain.com /
“\

IDFA=qpcm12d5a7 Device [d=038573421  //

cookie=dqasrdsdf1 7
mdS=cd2bcffeSteeda1149 | mds=cd2bfctieSfeedal1ag/
d10199440987F d101994d00g7( /
v 4

\
md5=cdablefiesfeeda1 149 \
10199400987 )

Cookie 57|3}
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180 ..

CAPTCHAs, reCAPTCHA v3

Embedded media players

Analytics and tracking pixels

Session replay services

e WiFi hotspots and wireless beacons

“Behind the One-Way Mirror: A Deep Dive Into the Technology of Corporate Surveillance(EFF, 2019)"

1 29
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G| O|Ef EZ7H9| 0f - AppsFlyer

AppsFlyer FALO|E "F A|Zof HZi =l 842 742 mxn
AN e s¥e Igoicty £ F
9| 98%”

Ate| &1 D, GPS At

Attribution
Bl B2

One View of All Devices, Platforms & Channels

18M1I)\ 105; Al

3, i
AppsFlyer SDK i i i
- AppsFlyer SDKE £4, i g
Y1 HERIE Z3BH L} - . i .

2309 9| ¥ Hdx|ef 4509

7£-||

15,0007H O] &9] &,

zQ A 7 H\E |3 S CjojH EEHE
Zgtoto] 20007H 0|42 "S¢t THELH"E 2]

OrO| A E|E| 2 Z(Criteo)

Building the idenmy groph

ei[e] Olle w

COONE-TO.COOKIE Provided by
LINKS

& dala pariners

CROSSDEVICE
o Lixs

SAME DEVICE
* ums

criteo

4 Source: “Identity Resolution & Criteo Shopper Graph”, Criteo

https://criteo.investorroom.com/download/July+2019 Criteo-Shopper-Graph.pdf [accessed
November 29, 2019]
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C|X| & E2l(Adobe)

DATA BROKERS HAVE EXTENSIVE PROFILE INFORMATION ON ENTIRE POPULATIONS
Elamiolas ot dat

provided by Acxiom and Oracl

"
credtpunted |

Acxiom provides of up 3,000 attributes and scores Oracie sorts people into thousands of categories
0700 million peogls i the US, Eurepe, and other regions. snd provides > 30,000 attributes on 2 b¥ien consumer profiies

"Corporate Surveillance In Everyday Life", Wolfie Christ]

TRACKER

MARKET SHARE

1 31
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T2 =3 MR A Google2 A& FE A|AHS 8l= T 7| Y vs M E} "Facebook2 B2 HA
A+ OO[HE =&3to] 0| AM HEH 9| oo et tol acebooka i3%H= Facebook AFEARO CH3H A
|E|,u
“r' oL

Google Play 2E0{0f| A ALE& =~ Q= 959,0007H 2] Ao Cf
htt

- DoubleClick, Admob % Adsenses 2 49| 88% O|4tcf| x|
Facebook 42% 0|40f| £H7|§ ¢t
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SENDINGTO  _ _ _
sSP. .

! i i
TCHING Attribute Type Definition
COOKIE ID TO USER ID
| sting, Vendor-specific 1D for the user. At least one of 1d or buyeruid is

id
+ recommended strongly recommended

1 ” " string; Buyer-specific ID for the user as mapped by an exchange for the buyer. At
at uyeruii
[ e[ -} ¥ recommended least one of id or buyeruid is strongly recommended.

yob integer Year of birth as a 4-digit integer.

. : Gender, where *M" = male, “F" = female, "0" = known 1o be other (i.e.,
H : gender string
omitted is unknown).
- ‘ S keywords string Comma separated list of keywords, interests, o intent.
[ M- =S

ey e B string if 2 . o "
DEMAND-SIDE i \ SUPPLY-SIDE PLATFORM GDPR consent string if applicable, complying with the comply with the |1AB
PLATFORMS (DSPs) (ssP) consent string standard Consent Striing Formal in the Transparency and Consent

Framework technical specifications

|
B |
b’ S52EFF |
buyerusd TSA0OIEW |
¥

v E7)
Seyworte. CRO0NE O Additional user data. Each Dpata object represents a different data source
censant object array ki

gt usA Refer to Object: Data.

e

bt Location of the user's home base (i.e., not necessarily their current
s JSHUNCONE ) 4 location). Refer to Object: Geo.

_ SENDINGTO _ _
DsPs “BID REQUEST

object Optional vendor-specific extensions.

github.com/InteractiveAdvertisingBureau/AdCOM/blob/master/AdCOM%20v1.0%20FINAL md#object--user

SITE LOADS;
l— = WINNING BID IS PLACED AS AN AD ey

I
+

https://website.com ‘

DEMAND-SIDE
PLATFORMS (DSPs)
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= LOADING
[ TRACKING PIXEL
|
|

MATCHING COOKIE 105 (USERS
T0 OTHER COOKIE IDE/USERS

. ou — g, i
A ASC

[ Jooll T

SSPOf| ofet 7| 7|3t

SENDING COOKIE
Ta s

- RICINAL COOKIE:
| }

| L4
|

REQUESTING
TRACKING PIXEL

MATEHING
COOKIE 1D TO USER 1D

> SUPPLY-SIDE PLATFORM
(ssp)

|
|
Q o 302 REDIRECT
ABC

CRIGINAL COOKIE:

=== 3020EDIRECT =

DEMAND-SIDE
PLATFORM (DSP) B

34

DEMAND-SIDE
PLATFORM (DSP) A

————g—————

MEL'S BROWSING SESSION

__——.‘--“’ .

AMAZON ADSYSTEMCOM
SERVER

H|O|X[O| HOJX| Stz HA

- &1 HE(ad exchange)/ &
25 EHESSPo 28

— AEXHE DSPZ 2|C|HM
— 2|C|8H URLOY SSP2| 7|0
CHet L7} ek

— DSP7} ApA| AIHRO| AT

+UE2H.

2] DSPO| CHst
=13
=

ADS TRIGGER REQUESTS TO THIRD PROFILES CREATED
PARTY TRACKING SERVERS FOR MEL:

U e fortst com
BATE WS
TivE: e P BT

DOUBLECLICK.NET PROFILE

e oo St com
DATE TSR
TH: 45 P BT

AMAZON ADSYSTEM RROFILE

UL e e
DATE 185008
TIE 248 M T
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Fish Counci for

Civil Liberties
' ‘Ad Exchange
\ ‘The Daily Bugle

Ad Exchange |

7 Dsp

—

SNS AQIRfQ] OE SaE YO IUNIE| AlRIANS M2[3h 024 S| HAE | | UIOI 24 HinjoE| BB HYHAQ A4 HLO[ELE Q0| YwE &
ﬂﬂ,hz,gm éﬁpfg&ﬂoﬂlﬁnﬁ TR A A ArBsio, oFyAR 712 ANHS Busti QaUCt

2T M-

et

28 8 A
o 4 ] 0| * ase 45 9| {o| OfE 59 YO ¥

MRHoZ haIgls g stz

4502 AEAPLgLkeE 24 Y 1B ot A 2y A8 198 B4 B2
GlOJEH SFEHO 2 MAIZH BN F e By Jig 50 A2
|
ol ANE )
108,545,816, 84,349,168

AFENY Y
. o, g

T #op
gl
bt hewss

g0z P aynzn rovrigl

417,905,056 4653382

COPYRIGHT © RANKWAVE 2014 Al Rights Reserved
CCPYRIGHT ©RANKWAVE 2014 All Rights Reserved ights Reserve
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The Biggest Data Breach(2022. 5. ICCL 2| Z£E)

The Biggest Data Breach

ICCL report onscale of Real-Time Bidding data broadcasts in the U.S. and Europe

3D MAIZ Z0hE 1Y 2 )

The Biggest Data Breach(2022. 5. ICCL 2| EE)

CivilLiberties

0|20t 82310 14 RTB 35 Billions of Google RTB broadcasts (daily)?
4]6987H §|/\I‘ <01 012 24 Was WS> Waean
720/ OIS 0A HAZ
1,9602H%

B,

A gl
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RTB Show

THASE A2 FHOA
Behind the One-Way Mirror: A Deep Dive Into the
Technology of Corporate Surveillance(EFF, 2019, EX[)

Behind the
One-Way Mirror

ADEEP DIVE INTO THE TECHNOLOGY
OF CORPORATE SURVEILLANCE

HMA 230 01E9 23.7%(2021)2 AHX|St= ZNHOJE S

ey
AdTech Stack

Data Management

21T ¢ Audience Network T £2| A

Meta 24 AH|A & Ao = IEL
Z0H 7T A K| A SHE M AZ0|LNE|AS K26 TTEY

Media Buying / Execution

Ad Serving Reporting Tracking

Brand Safety Viewability Tag Management

Ancillary

MBI A ZUH

Creative Site Analytics Contextual

M|~ HSeH
©KNOREX

A3z
https://www.knorex.com/blog/articles/select-demand-side-platform-adtech-

stack
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11 (Contextual

THE FUTURE OF
ONLINE ADVERTISING

i =

Ch
=

aor
o
od
A-V
au|
re)
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=
~
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ma
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[
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8 )
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A 2
T A A

AR A L

AZ2 20174 1,060
st

| 7|2 HA

e

FI0 M T 0l0 g == FO
S A EC O Y | B
= ™00k 36 0f = fu = ok

b

TEC} Qs

b AMD
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el
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4%

on
=

= Ao

v i

Authors: Duncan McCann, Will Stronge, Phil

SHOfl SEX] G| HY

Greens/EFA. 2021.10.
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facebook Poley updates Polcyupdates

wro
@ et a
What you can expect What you can expect
We've updzted the Meta Privacy Poliy and o .
ve updated the Meta Prvacy Poiiy and Whis staviicithi e
Terms of Service: Terms o Servce ta be more cearabout how vy
Woant outo foelconfident i managigyour we Lse your informtion, $9o4 can manage @ Wecorotsetand il nct s your
PGy, Thats why e upcate cur Prvacy Pl Jour prvacy 1 away thar's ight fr You in
and Tems ofSavie 1 provdo mors duale sbot
What's changing Wit you know acrss oxr Products
haupdstes thatgointa flecton Jy 26,2072 ow e collect, use and share your
« We've made the polcy clearer and easier B information. Wemighttel you ina
tounderstand,and provided inks to pofcy update netice o befare you use 3
settingstohelp you shape your i festure,
experierce

o't shaw again Leammore

You con manageyour privacy n away
- + We've supplied more detas about the B i i orvou ki soi

et vart e Kt el
g et S oy o e a
" i 26, 202 o et o et
(<L < W et oo i o 1y 26,202, o acoottw paten
Amaing view ofthe mourtais! Prochicts and companies. SR e

things to know about
Meta’s Privacy Policy update

Why What'’s

4 . is this happening? new here?
eta2] 241 g

AG|0|E0fl 2 Lotof & 471x| We want you to understand More details and
how we collect, use, and examples about our

- are a and be able to take data practices and new
Ll AF2XF= AJ3HOIO] 1] 79 JpU L share date v
9 = 29 20220 TE 262 action that's right for you products since the last

AL0|EELLR? E{ Meta MH|A 0|22 2lof 7HH = 7421 update. Our related blog
- = links to a summa
ol ? EXEHFQE A H ﬁ °t3',;|0| 5200 %H— post links to a summary.
= When

does it go into effect? "
. will

VS July 26,2022. You may this give you new

start seeing notifications rights to my data?
about the policy as soon as

a e o May 26, 2022. No.
ogHoER | AMEH 2|& g4lo] o] SX|f Cf3f of WSS
i ol Efof cied efolest |ste A= QHs|Z| YL a8L}, EX
ELS ] HNes|La? ore = o} 3z
Fofgig? o chst of B2 ¥ S o HOW IS What
will happen ifl action on these notifications,

,
don’t complete but you can click through if you
the notification? want to learn more information

oF |2 H* Ho
rg |- (O
rin [oF rir rir
-n Ll

We don't need you to take any
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FE(2018~ ) - GDPRI Facebook Data Policy, Terms
of Service

| (¢}

MH[A Ouﬁﬂmoﬂmmmgiﬁﬁ Iy

1 | E —HLI-I |- = §|H|_5|- ~ 2 ! ) \ERMD(SQNWWS ]
noyb?| 4112018, 5 25. GDPR Algg) . of

ZEI|DZ WY,

OfaE JHoIYE Z=7|7HDPA)A Consent BypassE 59

otz W82 02021, 10)2 OFEROLL, CHE JHRIHE

7|17-50| 29 g
OrZl Aol XX &

A
)

T E(2018~ ) - GDPRY} Facebook Data Policy, Terms

Auostria §H%I;._J\(/Cl)g:e%ter Gerichtshof, "OGH")2 & AtH
R 2 (Court of Justice of the European Union, “CJEU”
Ol "37oj ot MZX TtEhpreliminary ruling)g 418
(2021. 6. 23.)

GDPR6_..H 74|°t0| 0\%&% %3_ 1 |
ol 740|X|?"
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Our use of cookies

We use necessary cookies to make our site work. We'd also
like to set analytics cookies that help us make
improvements by measuring how you use the site. These
will be set only if you accept.

For more detailed information about the cookies we use,

see our Cookies page. [

Accept all cookies Reject all cookies

Necessary cookies

Necessary cookies enable core functionality such as
security, network management, and accessibility. You may
disable these by changing your browser settings, but this
may affect how the website functions.

Analytics cookies

We'd like to set Google Analytics cookies to help us
improve our website by collecting and reporting
information on how you use it. The cookies collect
information in a way that does not directly identify anyone.
For more information on how these cookies work please
see our 'Cookies page'.

Save and close
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